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Business Interruption Claims for Cyber-Related Losses !

Property Insurance Policy

Typically, the standard Commercial Property Policy form provides coverage
for “actual loss of Business Income” sustained due to the “necessary
suspension of your operations during the period of restoration,” and
suspension of operations must be caused by “direct physical loss of or
damage to property.”

Courts have reached different conclusions on whether cyber-losses
constitute “physical loss.” Some courts have held that “physical damage”
is not limited to physical destruction or harm but rather also includes “lack
of access, loss of use, and loss of functionality.” Am. Guarantee v. Ingram,
2000 U.S. Dist. LEXIS 7299 (D. Ariz. 2000); NMS Services, Inc. v. The
Hartford, 62 Fed. Appx. 511 (4th Cir. 2003) (Court held that there was
coverage under a business property policy for an insured’s loss of business
and costs to restore records lost when a former employee hacked into the
insured’s network); Southeast Mental Health Center Inc. v. Pacific Ins. Co.
Ltd., 439 F. Supp. 2d 831 (W.D. Tenn. 2006) (Insured proved necessary
direct physical loss where the insured’s pharmacy computer data was
corrupted due to a power outage).

Further, some courts have held that a policy that covers only physical
damage to property would not cover the loss of critical data inadvertently
wiped out because the lost information was not tangible. Ward General v.
Employers Fire, 7 Cal. Rptr. 3d 844 (Cal. Ct. App. 2003); Am. Online v. St.
Paul Mercury Ins., 207 F. Supp. 2d 459 (E. D. Va. 2002) (Court held that
CGL Policy did not cover costs to defend AOL against lawsuits alleging that
AOL software damaged customers’ computers because such lawsuits did
not involve “physical damage” to “tangible property”); Seagate v. St. Paul
Fire, 11 F. Supp. 2d 1150 (N.D. Ca. 1998) (Insured sought coverage under
a CGL policy for lawsuit based on damage to consumer’s computer data
caused by defective disk drives sold by the insured. Court held that there
was no coverage because the alleged damage to data was not physical
damage to tangible property).

In State Auto Property & Casualty Insurance Co. v. Midwest Computers &
More, 147 F. Supp. 2d 1113 (W.D. Okla. 2001), the court held that damage
to “tangible property” had occurred under the terms of the policy because
“a computer is clearly tangible property.” Id. at 1116.However, the subject
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policy’s “your work” exclusion applied to bar coverage for the claims.

Of course, specific policy language will create different outcomes. For
example, in National Ink and Stitch, LLC v. State Auto Property and
Casualty Insurance Co., 2020 WL 374460 (D. MD. 2020) the subject policy
contained an endorsement that expressly included data and software as
covered property. Accordingly, the court found coverage based upon
“physical loss” being decreased functionality of the computer system and
“software” and “data” being defined as covered property.

If there is physical damage caused as part of the cyber-loss, then there
is probably coverage. However, absent real-world physical damage,
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whether there is coverage is left up to the court’s interpretation of the policy
to overlook or broadly interpret the “tangible property” requirement.

As related to the potential impact of the Covid-19 related losses — although
there is no factual basis, at this point, to support an argument that cyber-
related business interruption was caused primarily by the pandemic —
there is a split in jurisdictions, as discussed above, about whether the loss
qualifies as a covered business interruption loss absent tangible physical
damage to the system.

Coverage For Cyber-Loss Due To The Increase Of
Employees Working from Home

The largest risk caused by the Covid-19 pandemic is the risk caused by
insured-employees working from home in significantly larger numbers than
any insurer or insured could have anticipated when issuing or setting a
premium for a cyber-policy.

The central language in a policy that will likely control coverage for a
cyber-loss suffered by the insured due to an intrusion into the employee’s
computer or system is the policy’'s definition of a covered “computer
system.”

Most policies’ definition of “computer system” includes electronic, wireless,
web, or similar systems used to process and store “data” or information.
However, as it relates to coverage for computer systems at an employee’s
home, policies differ, in relevant part, in the scope of the coverage based
on the connectivity between Named Insured and the personal system.

The greater the level of ownership and control over the system used at
insured-employee’s home, the more likely that coverage for an intrusion
would apply. Issues regarding the place of entry into the system for the
intrusion and the Named Insured’s ownership, operation and control of
such place of entry, and the specific policy language will determine whether
there is coverage for an at home date-intrusion.

Many policies will also contain exclusions for a lack of proper security or
an insured’s failure to adhere to protections contained in the insured’s
application for coverage. To the extent such an exclusion exists on a cyber-
policy it is important for insureds to review the security at their employee’s
home and remind employees of the steps that need to be taken to properly
secure their system.
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Cyber policies may also limit coverage to intrusions into the insured’s programs and systems. To that
end, an employee working at home may use the insured-owned hardware and systems for personal
purposes. To the extent an intrusion is made through a program or system that allows access to the
insured’s data, coverage for such an event may be excluded.

There are a host of different coverages and scenarios that may be contemplated as a result of
Covid-19. Insureds and insurers should review their policies and claims must be analyzed on a case-
by-case basis. .

Stand-Alone Cyber-Policy

Unlike Commercial General Liability or Commercial Property Policies, each Cyber Liability Insurance
Policy differs and there is no standard form. Therefore, every “cyber” policy form is unique and
deserving of a careful review. However, regardless of the form, an insured must still prove that there
was a covered cause of loss and further, link the cyber event to the claimed business interruption.

Cyber events increasingly cause business interruption loss across all lines of industries — including
manufacturers, construction companies, banks, and health care providers. Indeed, business
Interruption loss does not have to result from a “hack” or social engineering, it may result from routine
technical failures or human error.

Coverage triggers for business interruption are not uniform across cyber policies. The first element to
determining coverage is identifying the alleged cause of the cyber-interruption. As we analyze Covid-
19-related business interruption, insureds and insurers need to be aware of triggers that may occur
as a result of the Covid-19-shutdown, such as whether coverage is triggered by non-malicious acts
or other governmental acts.

As itimpacts Covid-19-related losses, although there is no factual reason to believe that there is cyber-
related business interruption caused primarily by the pandemic, to the extent the insured can draw
a causative link between the forced shut-down of businesses and a cyber-event to cause business
interruption, insureds and insurers should review their specific policy to see if such event is covered.
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